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[TocTpoeHne VPN coeanHeHunsa

c banaHCMPOBKON N pe3epBMPOBaAHUEM
Llenb:
CoeanHutb gBe LAN ¢ nomowbio VPN,
MCNOSb3YI0 ABYX MHTEPHET NMPoBanaepoB C
Ka)XOoOW CTOPOHLI C pe3epBpOBaAHUEM U
bOanaHCUpPoOBKOW Harpys3Ku.

[Tpobrnema:
YacTto nogkntoyeHue oduca K NIHTepHeT He
HaaexHo. epepbiBbl B NpeaoCcTaBneHnn ycnyr
moryT gocturatb 1 - 5 yacoB. Ho ansa busHeca
OTKIMHYEHUE CBA3U Aa)Ke Ha Yac MOXET ObITb
YYBCTBUTENLHO.

widget-pro http://routerz.ru



Building VPN connection with redundancy

iIMeeTca no ABa npoBanaepa C KaxXaon CTOPOHbI
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In this training Lab environment
we use teachers routers as Internet imitation and
WLAN s as providers connections
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Class setup

» Remember your class XY number.

* For next Lab group in pairs.
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ISP IP setup

ISP1 ISP3

IP: 192.168.11.XY/24 IP: 192.168.13.XY/24
GW: 192.168.11.1 GW: 192.168.13.1
DNS: 192.168.11.1 DNS: 192.168.13.1

" WLAN 11 Hﬁﬁffg ° WLAN 13 |

E] — 1 Router1 Router2 — E]

Teacher' ‘ '
eachers
- WLAN 12 H o H WLAN 14 |

ISP2 ISP4

IP: 192.168.12.XY/24 IP: 192.168.14.XY/24
GW: 192.168.12.1 GW: 192.168.14.1
DNS: 192.168.12.1 DNS: 192.168.14.1

«3agaBanTe MapLLpyT NO YMOMYaHUIO Yepes3 oaHoro nposanaepal
*DNS moxHO ncnonb3oBatb NnMbo no ogHoMmy DNS cepBepy OT Kaxkaoro nposangepa,
nnoo nyonunyHble DNS cepsepa
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LAN setup

* LAN betwen your Laptop and your router
10.1.XY.0/24

e Laptop 10.1.XY.1, router 10.1.XY.254

* On Laptop set Default Gateway to router

* On router setup masquarade for both ISP

e Test internet connection

* masquarade used to simple test internet connection and dont necessary to VPN work
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HacTtpowka policy routing ana pabdotsl AByx ISP

Ytobbl Dial WAN mor paboTtatb, TpebyeTcst HacTponka npasuii MapLipyTU3aumu.
[nsa Ka)xaoro ncnonb3yemoro npoBanaepa Hy>XHO co3gaTb Tabnuuy mapLupytTmsauum B
KOTOPOW KaK LUM03 N0 YMOMYaHUIO yKasaH L3 3TOro nposavagepa.

Create routing rules that route outbound packets from ISP1 IP throught ISP1 routing
table. And packets of ISP2 throught ISP2 routing table. Throught default (main) routing
table must

For example, router1 configuration:

/ip route

add dst-address=0.0.0.0/0 gateway=192.168.11.1 \
pref-src=192.168.11.2 routing-mark=ISPI

add dst-address=0.0.0.0/0 gateway=192.168.12.1 \
pref-src=192.168.12.2 routing-mark=ISP2

/ip route rule
add action=lookup src-address=192.168.11.XY/32 table=ISPI
add action=lookup src-address=192.168.12.XY/32 table=ISP2
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Test WAN work

*Test ISP connection by pinging external IP of
your partner. You can select ISP for pinging by
specifying source IP using Src-address option.

/ping 192.168.11.xy src-address=192.168.13.XY

XY — your number
Xy — your partner's number
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* You can ensure using right ISP connection by
traceroute to external IP of your partner. You can
select ISP for pinging by specifying source IP

Test WAN work

using Src-address option.

/tools
/tools
/tools
/tools

traceroute
traceroute
traceroute
traceroute

XY — your number
Xy — your partner's number

192.168.11.xy src—-address=192.168.13.XY
192.168.11.xy src-address=192.168.14.XY
192.168.12.xy src—-address=192.168.13.XY
192.168.12.xy src—-address=192.168.14.XY
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[Touemy ncnonb3aytorca IPIP TyHenun?

= |PIP 3apaeT Kak yganeHHbIU Tak 1 nokanbHbin |IP
ajgpec

" |[PIP nmeet meHbLLMN OoBepxen aHKancynauum

= |[PIP poctato4Ho gna |IP maplipyTtmnsaymm
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Nnarpamma VPN coegunHeHunn

p 10.1.1.1/30 _J Internet 10.1.1.2/30 N
lpip1.1-2.3  Ipip1.1-2.3
lpip1.1-24 — —— 1 lpip1.2-2.3
10.1.1.5/30 10.1.1.10/30
——  Router1 Router2 —

Y A— 10.1.1.9/30 10.1.1.6/30 Y A—
lpip1.2-23 — — — lpip1.1-2.4
lpip1.2-2.4 | lpip1.2-2.4
AN 10.1.1.13/3W 10.1.1.14/30 4

IP setup in tunnels
Tunnel IP router 1 IP router 2
lpip1.1-2.3 10.1.1.1/30 10.1.1.2/30
Ipip1.1-2.4 10.1.1.5/30 10.1.1.6/30
lpip1.2-2.3 10.1.1.9/30 10.1.1.10/30
Ipip1.2-2.4 10.1.1.13/30 10.1.1.14/30
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Testing VPN tunnels

Ping from your router other side of each tunnel to
check if it is working properly.

# for
/ping
/ping
/ping
/ping

routerl
10.1.1.2
10.1.1.6
10.1.1.10
10.1.1.14

# for
/ping
/ping
/ping
/ping
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VPN ECMP routes

= Add route to your partner's LAN subnet over all
four tunnels. Set check-gateway=ping

= Next show route where xy is your partner's
number

/ip route
add check-gateway=ping dst-address=10.1.xy.0/24
gateway=10.1.1.6,10.1.1.2,10.1.1.10,10.1.1.14

= Test ping to partner's LAN |IP (10.1.xy.254 where
Xy IS your partner's number)
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ECMP + check-gateway

B ROS v4 n v5 check-gateway ona mapLupyTtosB

c ECMP BkntovyaeTtcs Tonbko AN nepBoro wnto3a!

Mcnonb3yem workaround, nobasum He ECMP

MapLpyTbl ¢ chck-gateway

/ip route

add check-gateway=ping dst-address=10.1.
gateway=10.1.1.6 distance=200

add check-gateway=ping dst-address=10.1.
gateway=10.1.1.2 distance=200

add check-gateway=ping dst-address=10.1.
gateway=10.1.1.10 distance=200

add check-gateway=ping dst-address=10.1.
Gateway=10.1.1.14 distance=200

xy.0/24
xy.0/24
xy.0/24

xy.0/24
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v OTKa3 ogHoro npoBanaepa

vOTKa3 NupuHra Mexxay AByMms npoBanaepamu
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Cnacunbo 3a BHMMaHue!
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Teacher's routers setup

ISP ISP3
S5l MG TSP SSID: MTCT_ISP3
: 1RO Teacher's IP: 192.168.13.1/24
~ WLAN 11 Router WLAN 13

(Upper)
Ether2: 192.168.2.2/24

bridge1: 192.

Teacher's
Router
(Lower)

~ WLAN 12

ISP2
SSID: MTCT_ISP2
IP: 192.168.12.1/24

WLAN 14 |

ISP4
SSID: MTCT_ISP4
IP: 192.168.14.1/24
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Lover Teacher's routers script

# Lover router

/system identity
set name=Lover

/interface wireless

set 1 antenna-gain=27 band=2.4ghz-b frequency=2422 mode=ap-bridge name=wlan_isp2 \
radio-name=MTCT_Lover ssid=MTCT _ISP2

add master-interface=wlan_ISP2 name=wlan_isp4 ssid=MTCT _ISP4

# bridge to easy setup Upper router
/interface bridge

add name=bridge1

/interface bridge port

add bridge=Dbridge1 interface=ether1
add bridge=Dbridge1 interface=ether2

/ip address

add address=192.168.2.1/24 interface=bridge 1
add address=192.168.11.1/24 interface=wlan_isp2
add address=192.168.13.1/24 interface=wlan_isp4

/ip route
add dst-address=192.168.11.0/24 gateway=192.168.2.2
add dst-address=192.168.13.0/24 gateway=192.168.2.2

# Firwall ISP failures imitation

lip firewall filter

add action=drop chain=forward comment="ISP2 Failure" disabled=yes \
in-interface=wlan_isp2

add action=drop chain=forward comment="ISP2 Failure" disabled=yes \
out-interface=wlan_isp2

add action=drop chain=forward comment="ISP4 Failure" disabled=yes \
in-interface=wlan_isp4

add action=drop chain=forward comment="ISP4 Failure" disabled=yes \
out-interface=wlan_isp4
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Upper Teacher's routers script

# Upper Router

/system identity
set name=Upper

/interface wireless

set 1 antenna-gain=27 band=2.4ghz-b frequency=2422 mode=ap-bridge name=wlan_isp1 \
radio-name=MTCT_Upper ssid=MTCT_ISP1

add master-interface=wlan_isp1 name=wlan_isp3 ssid=MTCT _ISP3

/ip address

add address=192.168.2.2/24 interface=ether2

add address=192.168.11.1/24 interface=wlan_isp1
add address=192.168.13.1/24 interface=wlan_isp3

/ip route
add dst-address=0.0.0.0/0 gateway=192.168.2.1

/ip dns
set allow-remote-requests=yes servers=192.168.2.1

# Firwall ISP failures imitation

fip firewall filter

add action=drop chain=forward comment="ISP1 Failure" disabled=yes \
in-interface=wlan_isp1

add action=drop chain=forward comment="ISP1 Failure" disabled=yes \
out-interface=wlan_isp1

add action=drop chain=forward comment="ISP3 Failure" disabled=yes \
in-interface=wlan_isp3

add action=drop chain=forward comment="ISP3 Failure" disabled=yes \
out-interface=wlan_isp3
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